Introducing Planet Login

https://myaccount.weareplanet.com

Current Login Planet Login

o The login that you currently use for the 3C The new flow that will replace your current
P_lane.t .Logln 12 el upgraded, portal. login - myaccount.weareplanet.com.
simplified login process to access all

Planet products. It’s more secure,

‘planet

multi-factor authentication (MFA) =

and only requires two fields: your

current e-mail and password. ‘planet

Sign in to your account

Enter your e-mail address to login to

Going forward your users will need e e O e
to Iogin via: ‘
https://myaccount.weareplanet.com

With this change, your users will now only require one login to access any of our payment products. Gone are
the days of you needing to store multiple logins. We will take care of that now. Your Planet Login will also be
where you can set account settings, such as personal details or language preferences.
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You will receive an email Introducing you to the authentication change:
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Welcome to Planet!

Planet <no-reply@weareplanet.com>
To
® This sender no-reply@weareplanet.com is from outside your organization

(D If there are problems with how this message is displayed, click here to view it in a web browser.

Welcome to Planet!

We are happy to welcome you aboard! You are just a few clicks away from reaching your
Planet account. Here are the two steps you'll need to do next:

+ Set up your account password
+  Set up your multi-factor authentication (via OTP)

Multi-factor authentication - Security first! @

Multi-factor authentication (MFA) is a security mechanism that adds a layer of protection
to the authentication process. Think of it as a small additional security step after entering
your username and password that proves that it's really you accessing your account. You
will be requested to scan a QR code with an authenticator app during your account
activation. This app will be your tool to show the temporary one-time passwords (OTP)
required to login in the future.

If you do not own an authenticator app, you can download Google Authenticator (i0S /
Android) on your phone. After downloading the app, you only need to scan the setup QR
code displayed upon the first login at Planet. Scanning this QR code will automatically add
the OTP profile to your device and start showing the OTP codes.

[19)] f All set? Click the button below to get started!

Start activating my account}
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The first time you Login you will be prompted to set a new password and establish multi-factor authentication (MFA).
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Set your new password

¢ I t
one Enter a new password belo
P Show
password

Set your new password | ... ®
Enter a new password below.
Re-enter new password [®]
Password set!
‘ New password (@] ‘ Your password must contain:

v Atleast 8 characters

v At least 3 of the following:

‘ Re-enter new password < ‘ v Lower case letters (a-2)

v Upper case letters (A-Z)

v/ Numbers (0-9) Sign In
Set new pasgword v Special characters (e.g.

1@#5%" ")

Set new password
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Sign in with your new password.
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Multi-factor authentication

required

‘planet
‘planet .
Sign in to your account
Sign in to your account Enter your password to login to Planst

Enter your e-mail address to login to
Planet. » mtgomazinh-hotels.com Edit »
mt.gomez@nh-hotels.com T .
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If you cannot use a phone, ' If you can use a phone,

click Trouble Scanning? follow the steps in page 8.
and follow steps in page 5.
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Email-Based MFA Setup

If you cannot use a phone for initial MFA setup, you may click Trouble Scanning? and use an app as a workaround
for the initial setup, such as Dan Hersam's TOP Generator (TOTP Generator).

https://totp.danhersam.com/
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TOTP Token Generator

Multi-factor authentication

required
q YOUR SECRET KEY
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We require you to setup OTP to make sure
your login will always remain safe.
Manually enter the following code into NUMBER OF DIGITS

your preferred authenticator app and then
enter the provided one-time code below. 6
1 TOKEN PERIOD (IN SECONDS)
GUYVE T T T T T T T T T TKATU
30
Copy code ‘ Updating in 28 seconds

| <& 324016

fe

1- Just copy your security code and paste it to the TOP Generator.

2- This will generate a one-time code you'll need to enter to finish the MFA setup.
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There will be an announcement the first time you login, and it will show again if you try to login to the portal in

the old way:
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# HOME  PAYMENT GATEWAY  ONLINE PAYMENTS  VIRTUAL TERMINAL MY SERVICES

You are now logged in

Migration required

Important: your old login method has been deactivated. Your account needs to be migrated to our
new login flow Planet login. Please check your inbox to start the migration. You will need to use
your e-mail and a new password via login.weareplanet.com.

The following two steps are required to regain access to the portal:

o Setup your account password for your Planet login
o Setup your multi-factor authentication (via OTP)

Questions related to this migration? Didn't get our e-mail? Contact us anytime by visiting this link.

Back to login page

Payments Portal © 2024 Planet
v2.0.0.73
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After completing this initial setup, when signing in the future, follow these steps to sign in with email codes:

1. Click on Try another method
on the MFA selection screen.

‘planet

Enter your one-time
password

Check your preferred authenticator
application for your OTP code.

2. Choose Email as the
MFA factor.

Other MFA Methods

&y Authenticator app >

< Email >

Enter your one-time password

o OTP Code must have é numeric characters
D Remember this device for 30 days

Try another method

3. Retrieve the code sent via email.
4. Enter this code in the MFA verification
window to complete the sign-in process.

1 [From Subject Received ™

Planet Multi-factor authentication - Your code do. 28/04/2024 17:33

Multi-factor authentication - Your code

Multi-factor authentication - Your code

Please use the code below to complete your login.

Your code: 706524
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Verify Your Identity

We've sent an email with your code to

E—— |

706524

D Remember this device for 30 days

Didn't receive an email? Resend

Try another method
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1. Open your
Authenticator App.

2. Choose the correct
option.

13:22 &

Id. comprobados

‘ @
Agreguemos su primer id. comprobado.

Cuando agregue id. comprobados, apareceran en
esta pantalla

-1 Escanear un cédigo QR

Obtener informacion sobre los id, verificados

3. Scan the QR code

4. Planet account will be
added.

Authenticator

@ Nh Hotel Group
@ Adyen LIVE




After completing this initial setup, when signing in the future, follow these steps to sign in with authenticator codes:

1. Indicate your user 2. Include your password 3. Go to the Authenticator
APP and type here the code:

L)
Enter your one-time
[ " i
planet Sign in to your account
password
i i Enter your password to login to Planet.
SIQn In to your account Y g Check your preferred authenticator
. ) application for your OTP code.
Enter your efmo:l address to login to ‘ mt.gomez@nh-hotels.com Edit
Planet.

mt.gomez@nh-hotels.com
mtg 2@ [ ]|Remember this device for 30 days

Forgot password?
Continue
Try another method

There will be a possibility to click on
Remember this device for 30 days.
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