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« What is a chargeback?

« A chargeback is a transaction which is formally disputed
by the cardholder or the cardholder’s issuing bank.

* There are many reasons for chargebacks, but the most
common are returned goods, cancelled services, quality
disputes or processing errors and fraud.

* Excessive chargeback rates may result in loss of revenue,
penalties imposed by card schemes (Visa, Mastercard etc.)

* It is essential that you minimize chargeback risk at the
time of sale by complying with card schemes guidelines
and requirements, making sure that the payment
processes are followed correctly.

* In this document you will find tips and best practice to
reduce the hassle and cost of chargebacks.
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How to avoid chargebacks
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How to avoid chargebacks HOTELS

All manual transactions
(“CARD NOT PRESENT”)
are not fully secured so,

in case of dispute, the
hotel will be fully liable.

Credit card
holder must
match with the
guest staying at
the hotel.




How to avoid chargebacks
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100% prepaid reservations

Reservations paid by 3rd parties

/

- N )
Inform the client that the
At the time credit card used for the
of booking prepayment will be
requested at check in.

o AN Y,
a N/ N
l‘ For all manually prepaid

reservations ALWAYS
At check in || request the credit card used
for the prepayment.
\_ AN /

A

Do NOT accept
authorization forms.

N

/

Request prepayment by
bank transfer and inform
the client that, in case of not
receiving it, the guest will be
asked to pay at check in.

AN /

-

In case of manually prepaid
reservations, charge to the
physical credit card with
PIN at check in and refund
the manual prepayment to
the guest. ***

s

*** Mandatory in case of use of authorization form, for large amounts, long stays and suspicious
reservations. Highly recommended for all the other reservations.
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When the guest stays at the
hotel ALL the operations
must be CARD PRESENT,
with physical card and PIN

validation. There is no reason
to use MOTO operations.

Rest of reservations

-

In signature-needed
transactions, you should
verify that the signature

and name on the card
matches the signature on

the receipt and the guest ID.

Pre-authorizations and
charges used to guarantee
reservations with flexible
rates prior to arrival must

be canceled on the same
day and never used for a
final payment.

\

S
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How to avoid chargebacks HOTELS

Chargebacks in future reservations

—

In case of hotels working with Payment Gateway, no )
movement must be performed on the credit card. }
You must use the option Change payment method and
select the same credit card option to register an offline
operation (without no movements on the credit card)

If you received a chargeback for
a future reservation (MOTO
OPERATION for a guaranteed
prepaid reservation) ->
Cancel de deposit in the TMS
reservation using the same
Payment Method but do not
refund the amount to the client

Check for complete information

v & TMS4P PAYMENT GATEWAY MANUAL &

$
' S ' -3 ' & 4 ."::

% -
w‘& P

o

Till Movements

‘Payment gateway | 153,89- |EUR
User EO0D00088163
Hotel date 10.11.22 / 07:01
() Import data from reservat Til dentfier  Hotel date ~ Order No. Order No. Oper. type Description Invoice Id Reservation = Amount Curren.. Mov. date Move.time Pay.method Gt.Ref.In Mov.Device Card number Mov. Ty.. User name |
RECEPTION 05.11.2022 12 166611 8 Invoice paym.. 4027200723 109057175 839,00 EUR 05.11.2022  17:27:22 VISA 000132301382 4766630007940 0 HESARTE1REC1
05.11.20224% N
(#) Change payment method RECEPTION  10.11.2022 8 166835 8 Invoice paym.. 4027200723 | 109057175 839,00- EUR  14.12.2022 06:41:42 VISA r E00000088163
Payment method VISA ~ 10.11.2022&L 830,00- EUR

&L 0,00 EUR

)]


https://nhorganization.nh-hotels.com/content/tms4p-payment-gateway-manual
https://nhorganization.nh-hotels.com/content/tms4p-payment-gateway-manual
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Chargebacks in future reservations

Delete the Expense Code
(cancellation fees), add a
Remark with the full
explanation and Cancel the
reservation selecting the
reason CXL Prepayment not

received.

(®) Contract BOOKING 1 BOOKING - PUBLIC RATES
- —_——
() Rate SD1_7-14D | Special Deal

]

Allotment

|Expense code

| Remarks
@‘ Main * -] Main remarks only 250 characters

CANCELLATION PREPAYMENT CHARGEBACK FUTURE RESERVATION

Reason Description
CXL_PPAY CXL Prepayment not received

—

Inform the corresponding
TA or OTA about the
cancellation and the reason.

‘ Print this page

Reservation actions

‘ Change reservation dates & prices

‘ Mark as a no

sho

w

Payment

‘ Mark credit card as invalid

‘ View credit card details

5T Tuesday, October 18, 2022 - 144729

You can view the credit card details 3 more times within

the next 3 days.

Payment status

-- Select payment status --

‘ Repaort credit card fraud

‘ Report other chargeback cases

‘ Report guest miscon

du

ct

When you will receive the \
credit card discrepancy from |
the SSC use the reason
CANCELLATION
PREPAYMENT
CHARGEBACK FUTURE
RESERVATION
With these key words, they
will reclassify the amount of
the negative invoice to
compensate the received

chargeback.

In case of a Bookign.com
reservation, go to the section

Chargebacks information in
Booking.com ‘
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Hotel reservation fraud
ﬂraudulent reservations with cancellation and request f(h

money transfer to another account or card as a refund.

Organized criminals attempt large reservations on one or
several cards via email. They ask for payment to be taken for
the entire reservation period.

* Fraudsters request email confirmation once the cards have
been charged successfully.

+ Often, attempts at authorization fail and further credit card
numbers are provided.

* Later the hotel receives a cancellation under some pretext,

Krequesting a refund either via a different credit card or via/

money transfer.
Fraudulent transactions by entering a card in the terminam
with the “manual” option.

The Front Office team member believes the payment is
confirmed with a PIN, which is certainly not the case.

Fofmutpagg

MASTER CARD 0,01 EUR

08.07.2020 15:28:35
0045000118720034
3238906233
NHES735488

............ 1014 Towl
87088 Tipo de Tar):
620832 [Captura:
00000001

Num. de Tarj.:

Num. de Oper.:
Cod. de Aprob.:
1D Teminal:

0,01 EUR
Master Card
Wanual |

FIRMA ES NECESARIA

o /

»

»

Things to look out for:

Free or anonymous email accounts used in connection with\
an inconsistent name part, e.g., bloom7986@xXXX. XXX

The drama presented (illness, accident or loss of the card)
in the cancellation email.

Reservations where multiple card numbers are presented,
often with the same first 6 digits. (BIN Code)

Declines during authorization (which may return a “pick-
up” reason code, where the issuing bank requests to retain
the card).

Never process refunds via money transfer or on another
card! Instead, always refund the card number presented forj

the debit.

Never accept a manual processing operation if the
customer is present. The physical card must be inserted
in the pin pad and the operation must be validated with
PIN.

Pay attention to all invoices paid by card, to see if the

invoice states “SIGNATURE IS NEEDED” instead of the

regular “VERIFIED BY PIN, SIGNATURE NOT NEEDED”.

Please ensure the invoice is signed and verify the card

holder, card type and the last 4 digits of the card match

the last 4 digits printed on the invoice. /
11




How to avoid chargebacks

TH HOTEL GROUP M I N O R

HOTELS

Fraudulent pre-paid 3rd party bookings

\

/Using compromised/stolen credit card numbers fraudsters\
buy attractive hotel stays as pre-prepaid reservations via:

Genuine online booking portals.
Mail order (e-mail).

Hotel reservation websites.

They subsequently resell them posing as travel agencies to
unwary people that pay directly to them.

Fraudsters approach the hotels posing as:

Affluent private individuals paying for another person.
Known or unknown travel agencies booking for a customer.

In both cases fraudsters may send scanned copies of
forged credit cards and counterfeit passports to the hotels
in order to confirm cardholder’s identity.

This results in a financial loss to the hotel as the genuine
cardholder will raise a chargeback which cannot be
defended. “Guests” may also be involved in further criminal
activities.

/

D))

MANDATORY preventive measures:

/- When the credit card holder does not match the person\

who is going to stay at the hotel (gifts, company credit
card, agency without credit, etc.), we must request
prepayment by bank transfer.

Please note that CRO will never accept the
“Authorization Form” and will always request a transfer in
these cases.

Reservations with a check-in of less than 7 days will be
considered as “direct payment”, processing the full
payment of the reservation at the check-in (the hotel may
accept the “Authorization Form” as an exception and in
very specific cases, depending on the trust on the
requestor).

A signed template / authorization is not accepted as
justifying a charge back request. Only the receipt of
payment with the physical card and validated with a PIN
(or with a signature when it is a credit card configured with
that validation) will be accepted.

AUTHORIZATION FORM o i sy M
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How to avoid chargebacks HOTELS

Futher checks and mandatory actions

* Pay attention to suspicious large amounts and transactions with the same card.

* Fraudsters use to lie about the credit card presenting at the hotel a false confirmation from the bank in order to request the
fraudulent refund (via a different credit card or via money transfer).

* Fraudsters also pretend to be a fictitious travel agency.
» Suspect the reservation in which the guest's name is modified after the payment is made and before the stay takes place.

* |f customer is claiming that the credit card has a more than 4 digits pin, and consequently it can’t be automatically processed, the
first 4 digits of the long code will work as a pin for an automatic transaction.

* Not all sighature needed payments are fraudulent, many Credit Cards issued in the USA do not have a PIN-code yet.

* Always try to process the transaction in card present environment. Key entered transactions have high chargeback risk.

* Apply all the payments before the guest has left the hotel, in card present environment.

* Make sure the refunds are always done to the same card. Never do the refunds to different cards, by cash, or bank transfers.

* Please report your cases to codeofconduct@nh-hotels.com so they can keep track of them, including reservation number, invoice
number and possible a screenshot from the CCTV identifying the guest, so cases could be grouped and reported to the police

K correctly if needed. /

13
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How to dispute chargebacks HOTELS

[ How to attend disputes communications? ]

Receiving the dispute communication

//%
Elavon.

If we have not received the dispute communication but the
chargeback is already posted, we can also claim.
Use the following email addresses and send all related
information and documentation:

D N
W 'Red V'S
a ™
Always should be received in the

generic email address of the hotel.

operations in all hotels.
EMAIL ADDRESSES CHARGEBACKS _ ) .
AMEX: premiumservicinggcg@aexp.com

0)

Elavon: chargebacks@elavon.com. Also for Pay By Link

Santander REDSYS: gestiondefotocopias@redsys.es
BBVA REDSYS: c014490b@bbva.com

5
— ™~
It must include all necessary details for the

identification of the client, the stay and
the credit card charge.

N S

/DDD

We can continue fighting the chargebacks even once they are debited in our bank account, because the refund is possible!!!



https://nhorganization.nh-hotels.com/content/email-addresses-chargebacks
mailto:chargebacks@elavon.com
mailto:premiumservicinggcg@aexp.com
mailto:gestiondefotocopias@redsys.es
mailto:c014490b@bbva.com
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[ How to attend disputes communications?

)

Receiving the dispute communication

/How to create your own Elavon Secure email account

In order to view the received messages, you will need to register your email address with Cisco first. This is a one-
tome requirement. After this registration, you can login with your credential to open your secure email message.
Follow these steps (some of them may vary).

\If you continue facing any problem, please sent an email premier.arklow@elavon.com

~N

Step ﬂ / E

Look out for an emall from

Elavdh

e m and save
me message to your device.
Elwgh
N
@X
Thus is a secare mesaage

Note:The dialog box may look different
depending on your email program, or  you use
2 wab mail site such as Yahoo! Mail, Gmail, or
Hotmal

Click to open the

attachment in web

Step 2 / tac
@ browser. The

registered envelope

will display

B message_sdm e

8/ /-

Register your e-mail address wi

Cisco. Compiete each fieid in mc form

and click coniinue to submit

After you complete the form and click
Register, a confirmation page will

display, and you will receive an email
with a button to activate your account

METUCEONE 0 SCUVEIE PORT BECOUTT RVE beed
e 10 T ma S G (e

New User Registration
,,,,, —

e i amaiitad

swd/ @)

Activate Your Cisco Registered
Envelope Service Account
Check your email for an activation
message from the service. The email
will be sent from
DoNotReply@res.cisco.com” and
will have a "Please activate with
CRES" title

=8/ $x

Return to the Registered Envelope
The Register button will be replaced
with an Open button and you will be
prompted for a password. Enter the
password for your Cisco Registered
Envelope Service user account and
click the Open button

LratAdaressgiionan Com

16
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How to attend disputes communications?

Response from the hotel

4 N

Search for all available
documentation that
supports the operation
and respond within the
specified timeframe
(max. 2 working days).

N /

~

/If Front Desk Manager
detects that the
chargeback come from
other till - POS (F&B,
SPA, etc.), must request
all the documentation to

Responsible.

the POS Manager /
\ /

/[ 5

/ File all the \
documentation
submitted in an

electronic folder in the
hotel server (if necessary
to prove that
documentation has been
submitted on time and

\ correctly). /

A

-~

.

Respond within 1
working day any

additional requirement
related to the dispute.

~

/

17
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How to dispute chargebacks HOTELS

[ Support documentation to attend the disputes ]

« Reservation details.

« Terms & Conditions.

« Email conversations with the cardholder.

« Signed check in/registration form.

« Signed tickets during the stay.

* Signed check out.

« TMS Invoice.

« Signed TID (signed credit card receipts/TMS invoices, credit card receipts/TMS invoices paid with PIN number).
« Any signed template provided by the customer expressly authorizing a specific charge in the credit card.

Only applicable for countries where these types of templates are accepted as justifying a credit card charge
when the physical card is not available at the moment of the payment. l.e. In European countries a signed
template / authorization is not accepted as justifying a charge back request. Only the issued credit card
receipt signed by the client (or without signature when it is a credit card with pin number) will be accepted”

« Satisfaction survey.

« Explanation of the situation when the cardholder disputes quality of the service.

« Every document related to the disputed transaction.

19
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[

Special cases - Additional documentation to attend the disputes

Service not provided

Signhed check-out. Signed check-in is not considered
as proof of service provided.

Signed sale slip for final payment (with card present)
made the last day of the stay.

In case of confirmed stays, we must proof that the
cardholder was at the hotel until the check out date
and the service was fully provided so any ticket or
invoice signed the check out day must be provided.

/

Cancelled / Returned services
GUARANTEED CANCELLED & NO SHOW

RESERVATIONS (MOTO OPERATIONS)

K In case of guaranteed reservations, we should send
the copy of the cancellation/refund policy and T&C
accepted by the guest when she/he made the
reservation.

« Cancellation/refund policy.

« T&C and how they are disclosed (signed T&C or
contract, e-mail confirmation).

« Screenshot of check out process with Click-to-
Accept and links or T&C on page).

- /
E——

20



TH HOTEL GROUP M I N O R

How to dispute chargebacks HOTELS

[ Special cases - Additional documentation to attend the disputes ]

Cancelled / Returned services GUARANTEED CANCELLED & NO SHOW RESERVATIONS

NH Web reservations We use the “Confirmation Letter” from TMS but “hiding” the prices to download a

pdf document with the rate conditions.

(= Ind. reservaton  Edit Avaljabiity ~ Information systems  System  Help DESC TION AND RATE CONDITIONS

-

Bate: NHE Special Tesl

ESMA.MALAG. Individual Res. - LILIIC ALEKSANDI Guarantee: The total amount of this reservation will be charge prior to arrival in the creditcard provided. This
reservation does not allowedany modification or cancellation and in this case. there will be no refund®
[ ‘ The room will be held for late  arrival
The room is avalable from 15h (upon availabilty) and it will be held mtl 12h on theday

(1] sha 56693 after the origiml arrival day.
Amival: | (] Send one confrmation for the BF Double *10% will be refinded in German hotels.
Nights: [ |Hide payer of the charges 7 |z Cancellation fees: Total of stay

Depart || Hide prices per room and room-night
| ¥ Hide prices

:Gen [ Hide external remarks sits

[ |Hide commissions

T Language EN 1
Phone
E-Mai =) —

. ] ) Chargebacks information in
Booking.com reservations Go to the section Booking.com ‘

21
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How to dispute chargebacks HOTELS
[ Special cases - Completion of a CARD PRESENT Preauthorization ]
Hotel Seguence Reservation Invoice Payment me Till ID Date Time Credit card NO Expiry Transactio Cshier Trade Terminal Authorisat Text check Canc. Operation type Flag: Manu CVM [
MNLNH.CARLT 000130583171 105307609 AMEX 03.09.2022 17:26:23 371304000x1010 1023 89872 HMLCARLTREC3 NHNL710204 71020407 802362 APPROVAL Pre-authorization F
NLNH.CARLT 000130666830 105307609 4759296991 RECEPTION 07.09.2022 07:03:32 371304xxxxx1010 1023 90263 HMLCARLTREC3 NHNL710204 802362 Approved Confirm pre-authorization (X
AMEX o
o, |
Trans. Num.: 0759000130583171 Oper. Num.: 90263 Card Type: American Express
Merchant Num.: 9530072388 Approval Code: 802362 Capture: Manual
Location ID: NHNL710204 Terminal ID: 50051219

In TMS the completion is shown as a MANUAL operation (CARD NOT PRESENT) but it’s an incidence of 3C and it is not
correct. In 3C website, the information is correct so we must not send the copy of the TMS invoice.

Payment Gateway Transactions °
Actions IransactionStatus Location LocationlD TransDate ShiftDate  Currency Amount CardType CardNumber AuthCode Terminalldentifier UserTransRef | CardReadMethod
—[ View Receipt v @T Transaction INH Carlton Amsterdam 710204 09/07/22 07:03:32 09/07/22 EUR 1487.84 AMEX JT1304***+*1010 802362 0759000130583“;[ Contactless - ICC —I

We should send the copy of the RECEIPT available from 3C-Planet platform (option View Receipt - Print -> download a

pdf document with the details of the operation)

TEMPORARY

22
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How to dispute chargebacks HOTELS

[ Special cases - Completion of a CARD PRESENT Preauthorization ]

Receipt

o | & E-mail Receiot “ICC-Contactless” means

= FTiN -mail Recelp 2
that the transaction was
performed where the
customer used tap to pay
(card present).

Transaction

IMerchant Name: NH Carlton Amsterdam

Transaction Date: Wed, Sep 07, 2022, 07:03:32 AM

Merchant Address: Vijzelstraat 4

Amsterdam
1017 HK

Card Type: AMEX

Card Number: 3713045 1010

Amount: EUR 1487.84

Auth Code: 802362

Transaction Ref: 90263

Transaction Type: DEBIT

Card Read Method:

Transaction Status: Completed

Merchant ID: 9530072385 = °

User Ref: HNLCARLTREC3 H

User Data 1: 11}~

23
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American Express dispute management HOTELS

Create an account to receive disputes communications by email

https:/www.americanexpress.com/es/merchant/

e Access to one of these URLS depending on the |anguage to httDS://WWW.americaneXDreSS.Com/uk/merchant/
create an account. https://www.americanexpress.com/fr/merchant/

https://www.americanexpress.com/de/merchant/

% My Account Cards Travel Insurance Rewards & Benefits Business O\ Help

Merchant Home Accept the Card Manage Your Business Payments and Processing Get Support

Login to your Merchant Account
User ID

User ID

Want an easier way to update your Merchant —
ACCO U nt? Password

Now you can easily edit your locations or update your business and contact information. Just login, and click on ‘Account Services.

(] Remember Me

Edit Your Account
Log In

Forgot User ID or Password ?

Register Now

25
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American Express dispute management
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HOTELS

1. Enter Email Address 2. Create Profile

Our digital tools can help you manage your
business

Creating an online Merchant account is simple and takes only few minutes. Please
enter your email below to get started.

Email Address

address@email.com

Please do not use a generic email address (such as info@, admin@ or
sales@). To ensure our communications reach you, and that we
accurately capture your mailing preferences we ask that you use an
individual email address.

AMERICAN

EXPRESS

4 N

* Despite the Amex reference, it’s is highly recommended to use
the generic email address of the hotel.

* In the following steps, you must create a USER and a
PASSWORD.

* And you need the AMERICAN EXPRESS MERCHANT ID and
the HOTEL BANK ACCOUNT to complete and the creation of
the new account.

- /

26
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American Express dispute management

HOTELS

Dashboard Payments

Welcome, ANA!
Thank you, NH NACIONAL, for accepting American Express.

Payments Download E-Statements

N1 Oro oo MERCHANT ID

-

o

~

Go to the section Profile &
Settings > Communication
Preferences

And drill-down to DISPUTES
MANAGEMENT

AMERICAN EXPRESS Ayuda  Salir

Disputes Account Services Free Signs & Supplies English A & 0

Profile & Settings

Change Password

ios Empresas
Contact Information

Communication Preferences Szl

Manage Locations

Profile and Settings : ANA MARCILLA

Change Password Contact Information Communication Preferences Manage Locations

v PAYMENTS & ACCOUNT NOTIFICATIONS

Payment notifications will be sent to nhnacional@nh-hotels.com
Paper Statements: By turning this service ON, | understand that | will only receive statemeants cnline.

Mote: You will begin receiving e-statements after your first full month of enrollment.

Mew Statement Available Receive an e-mail notification when your new payment statement
becomes available.

AMERICAN

EXPRESS

Terms of use

Edit
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American Express dispute management HOTELS

+ And check the correct email address and marked options for DISPUTES NOTIFICACIONS. AMERICAN

EXPRESS

v DISPUTES NOTIFICATIONS

Disputes Motifications will be sent to nhnacional@nh-hotels.com Edit

Paper Notifications: Because | am enrolled for the online disputes service, | understand that | will be managing disputes online and will no longer receive a paper dispute

notification.
Mew Chargebacks Receive an e-mail notification when a new chargeback has been sent to (]
your merchant account. <]
Email
Mew Inquiries Receive an e-mail notification when a customer inquiry requires your (]
response. =4
Email
Case Updates Receive an e-mail notification when a Case Update has been sent to (]
your merchant account. [>]
Email
Response Dus Date Receive an alert 7 days before your response is due. (]
Email

28
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American Express dispute management HOTELS

Checking the disputes

AMERICAN EXPRESS Ayuda  Salir AMERICAN
EXPRESS

Dashboard Payments Disputes Account Services Free Signs & Supplies English A & O

] —

Welcome, ANA!

Thank you, NH NACIONAL, for accepting American Express. / \
Once you have created the Amex account,
you Wwill received the disputes notifications in

_ the set email address, and you can check
Payments Download E-Statements Disputes directly on the web.
£30.03371 MERCHANT ID Directly in the Dashboard you can see the
' status of your disputes.
settled in the last 7 days 9560326720 b . .
(from 16/06/2023 to today) From this main page, you can access to de

kDisputes section. /
Submission Amount €30.881,34 LATEST PDF STATEMENTS You are all caught up. No
disputes at this time.

Discount Amount €-847 .63

oV, 2023-05-31
A2

Fees & Incentives £0,00 2023-04-30

See All Payments

More Download Options
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American Express dispute management
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HOTELS

Dashboard Payments

Disputes

Disputes

AMERICAN EXPRESS Ayuda  Salir

Account Services  Free Signs & Supplies English A & O

Q_ Search Disputes

@ Welcome to the updated Disputes site! You may switch back to the old experience at any time until July.

Response Needed

(0)

Review in Progress

(0)

Closed
(4)

About Disputes

Response Needed All Merchant IDs v

These disputes need your attention. To take action, select the case number below. Keep in mind cases
that expire without your response may be closed in the Card Member's favor.

¥
00F 0
Any Amount v All Types w More v

You're all caught up
No disputes require your attention. You may have disputes that are under

AMERICAN

EXPRESS

In the section Disputes you can access to
the chargebacks grouped by status:

* Response Needed. Here you can check
the details of the chargeback and
response the claim by clicking on the
dispute number.

* Review in Progress.

* Closed, with the final resolution
(cardmember refunded, closed in you
favor).

Click on About Diputes for help and
additional information, about this process in
Amex.

Amenican
Boraees

Mapping Out the Disputes Process
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Adyen dispute management

Notification of

Alert from the issuer that the
payment is fraudulent.

Action to take:

« If applicable, prevent delivery
of goods

« Initiate a refund

« Blacklist suspicious shoppers

Request for
Information

Cardholder does not recognise
the charge. The issuer asks for
details of the transaction.

Action to take:

« If applicable, prevent delivery
of goods

« Blacklist suspicious shoppers

« Upload copy of invoice + proof

TH HOTEL GROUP M I N O R

HOTELS

Chargeback

Issuer chose to skip NoF/RFI
stages, or is unsatisfied with the
evidence provided. A chargeback
is raised and your account is
debited.

Action to take:

» Accept or defend the
chargeback
» Monitor outcome




Adyen dispute management

mH votesroe MATN O R

HOTELS

« Timeframe to defend a chargeback varies per
scheme.

When you upload documents to challenge a
dispute, chargeback status is set to
ChargebackReversed while the case is up for
review by the issuer.

ChargebackReversed stage is pending, not
final until the timeframe where the issuer can
raise a SecondChargeback has expired*.

@ Optional: RequestForinformation

. Upload documents in Adyen Customer Area

. Chargeback

. Upload documents in Adyen Customer Area

() ChargebackReversed - Pending

O SecondChargeback - Final stage
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Adyen dispute management HOTELS

Checking the disputes

(AII incoming disputes are booked in the Risk - Disputes section of the Customer Area \ ( \
Disputes section consists of 3 tabs:
e Chargeback In addition, you can turn on system messages

 Request for Information

——

K Notification of Fraud J \ J
Q

il | NHHotels

Disputes
favorites yet

Chargebacks v Q, Payment PSP 1

Dispute reasons Dispute date Payment date Payment methods Open Last event ¢ Resetall
Dispute PSP reference Dispute reason Merchant payment reference Payment PSP reference Dispute date Payment date Days left to defend Disputed amount Method Defendable Lasteven {3}
JW7BSZRTSM2J8HHZ Merchandise/Services Not Received  4DMUIOHG PLAFPB3J7754KH52 Mar 18, 2023,17:27  Jan 1, 2023, 15:22 16 EUR 654.84 WisA Yes NotificationOfCha
FRRCERNK7TMEDP4G2 Duplicate Processing ESXUIYZE BMECM2ZL ZZSXZP52 Mar 18, 2023,19:41  Mar 5, 2023, 02:07 15 EUR 28217 visA Yes Chargeback
Z97T76DHB3SSC442 P3JGBBW4H32WRPE2 Yaxsuni2 P3JGBBW4H3I2WRPS2 Mar 18, 2023,06:46  Mar 9, 2023, 16:59 - EUR 330.00 == No Chargeback
MHTB23255M2.18HH2 Merchandise/Services Not Received  407Y7IUS SCT99S3NKMB29C32 Mar17,2023,19:42  Mar 14, 2023, 22:25 14 EUR 300.73 visA Yes NotificationOfCha
KLEESFQVVRKX35G2 Duplicate Processing FIPEYUL S5RKOHNZ293699VB2 Mar 2, 2023, 17:26 Feb 27, 2023, 00:01 - EUR 321.39 WisA No DisputeDefensePe
QMFZSRQWF7RWTRG2 Cancelled Merchandise/Services TASUOUL DWEBWGEDEPTWRPS2 Feb 24,2023, 17:41 Feb7, 2023, 13:44 - EUR 178.23 wIsA No DisputeDefensePe
WVIMSPG2Q2CCHAG2 Cancelled Merchandise/Services FDHAOU1L HLTWSBZNTPNTF232 Feb22,2023,17:27 Feb3 2023, 22:45 - EUR 136.64 visA No DisputeDefensePe
REBLMZMOWFRFFRP72 Merchandise/Services Not Received 4XNOUU3 TPENQPOFVBZE9VE2 Feb 21,2023, 21:10  Jan 27, 2023, 12:19 - EUR 120.51 wIsA No DisputeDefensePe
JOLVDJ4J47PHEHHZ Cancelled Merchandise/Services Us2099 KV4VLEVERREWRPS2 Feb 14,2023 21:29  Jan 18, 2023, 09:38 - EUR 428.23 wIsA Mo DisputeDefensePe
XPOC4MZC7355C442 C48TWMBLDNENXPB2 ES0OUI0AB 48TWMBLDNENXPE2 Feb 11,2023, 06:45 Feb?2 2023, 16:04 - EUR 342.90 == No Chargeback
JOSCAMZCT3ISSC442 ZRANFVWGMEBGSK2C2 TXOAOUL ZRANFVWGMEGSK2C2 Feb 11,2023, 06:45  Feb?2 2023, 16:07 - == No Chargeback
LNPNV42VECEX35G2 Paid by Other means AADOHIUS C74TREF3HBERBHG2 Feb7, 2023, 19:29 Feb 2, 2023, 22:13 - visA No ChargebackReven
BXH7FRGCFRFFRP72 Cardholder dispute aluMz099 B2K4.JXKSEOCTF232 Feb 7, 2023, 03:05 Jan 16, 2023, 18:29 - GBP 637.08 L No ChargebackRever
KHNBD7GWE3SSC442 FEWCTP3XTELG4FG2 2VIWIOUK4 FEWCTP3XTELGAFG2 Jan 28, 2023, 06:45  Jan 19, 2023, 10:05 - EUR 224.10 == No Chargeback
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Adyen dispute management

HOTELS

Turn on system messages

Using this option, you will receive emails notifications for the Adyen disputes in the set email address.

ESCR-OBRAD

NHHotels ] 0

Systemn messages

Welcome back, NHHotels! vews

Payments Scheme rules

ESCR-OBRAD

a NHHotels

age

System messages Manage subscriptions

Message  Created after ~ Resolved after  Incident UUID Title Affected system + More filters
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Adyen dispute management HOTELS

Turn on system messages

Manage system message subscriptions for ESCR-OBRAD

5

All Subscribe to all

Platform availability

Platform availability and service disruptions

Service messages

Maintenance and Platform changes
Scheduled maintenance and changes that may require integration adjustments

Acquirer and Payment methods
Service disruptions for acquirers and payment methods

Settlement and Payout

Timeline changes for settlements and payouts

Customer Area and Reporting
New functionality and disruptions for reporting or the Customer Area

CHUCRCRCI N

General

Non-recurring topics, for example regulatory changes or changes in Adyen's policy

Fraud

Automated messages e
Notifications of Fraudulent payments (NOF)

Webhook notifications

When your server is not accepting webhook notifications we send

Chargebacks
Notifications of Chargebacks (NOC). Shopper disputed transactions

News

Payment industry and scheme news

Account

Required account changes

Vv 98 8

Balances & Payouts

Fuents that affert aceount balances like returned or non-executed navoots

2 changes Subscribed to Chargebacks, Fraud Cancel m 36
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Examples of received emails from do-not-reply@adyen.com

From: do-not-reply@adyen.com <do-not-reply@adyen.comz

Sent: jueves, 2 de marzo de 2023 17:27

To:

Subject: Informational [Chargebacks] - NOTIFICATION _OF CHARGEBACK on payment SSRKQHN293635VB2

NOTIFICATION_OF_CHARGEBACK on
payment SSORKQHN293699VB2

Chargebacks

Psp Reference: SSRKQHN293699VB2 Merchant Account
Code: ITSI-EXCEL Payment Method: visa Payment Amount:
EUR 321.39 Reason: Duplicate Processing To review the
details, please use the following link: Click here to view the
details

From: do-not-reply@adyen.com <do-not-reply@adyen.com=>

Sent: sabado, 18 de marzo de 2023 19:57

To: MARIA TRINIDAD GOMEZ FERNANDEZ <mt.gomez@nh-hotels.com=

Subject: Informational [Fraud] - NOTIFICATION_OF FRAUD on payment D84AHKXQXPHWMTMS2

NOTIFICATION_OF_FRAUD on payment
D84HKXQXPHWMTMS2

Fraud

Psp Reference: D84HKXQXPHWMTMS2 Merchant Account
Code: NHHG-GIFTS Payment Method: visa Payment Amount:
EUR 1289.89 Reason: Account or credentials takeover To
review the details, please use the following link: Click here to
view the details
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When does Adyen

Full refund
Transactions with 3D secure liability
shift and chargeback for fraud

Chargeback timeframe of 120 days expired
The 16t fraudulent chargeback for

Mastercard 3D Secu re payments

Invalid chargeback reason codes for

merchant’s business model

Take note of the distinction between fraud and non-fraud chargebacks.

For 3D Secure payments, in case of a chargeback, the financial liability shifts to the issuer.
The liability shift is not applicable to consumer disputes. You are responsible to defend against them.

In case the issuer raises a chargeback on a 3D Secure payment with a fraud related reason, Adyen's Auto - Defense
is triggered.
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Responding to a chargeback

Chargeback

Status Dispute reason description Dispute amourt
Undefended Duplicate Processing EUR 282.17
Payment method vIsA \fisa

FRRCERNK7MEDP4G2
Mar 18, 2023, 19:41:58

Dispute PSP reference

Dispute creation date

Days left to defend 15

# Dispute details

Status

Days left to defend

Dispute PSP reference

Auto defended

Reason

Reason code

Acquirer reference number (ARN)
Acquirer code

Amount

Dispute creation date

Rapid dispute resolution (RDR)

~ Dispute history ()

OpenDispute

Mar 18, 2023, 19:41:58

NotificationOfChargeback

o Undefended

15

FRRCERNK7MEDP4G2

No

Duplicate Processing

1261
74887503064005488445070
AdyenVisa_498750

EUR 282.17

Mar 18, 2023, 19:41:58

No

Last status: Chargeback

~ Card details

Card holder
Card number
Expiry date
Card type
Issuer country
CVC/CWW
AVS

~ Payment details

Payment PSP reference
Payment methad
Shopper interaction
Payment date

Amount

Merchant reference

Shopper DNA

Handle chargeback

INA SCHUTTKE
487178**6013
02/2027

VISA \fisa

Germany

Supplied, Matches (M)

Unknown

BMBCM2ZL775X7F52
VIsA \fisa

Ecommerce

Mar 5, 2023, 09:07:24
EUR 282.17

EBXUIYZE

BMBCM2ZLZZ5XZP52

< Handle chargeback x

You can defend this chargeback. Choose your defense.
For more information, please refer to Adyen's chargeback

guideline 7.
Two Different Transactions >
Additional Information ¥

Accept chargeback

Ready to submit

Defend in time.

Compile the important documents based on the: dispute
reason, disputes defense requirements and defense timeframe.

You can only upload one complete document for each
chargeback. If you have multiple documents, merge them
before submitting. Once submitted, the documents are
immediately forwarded to the scheme and cannot be changed.

The documents should be in English.

Recommended to use the rebuttal template proved upon
request (disputes@adyen.com).

To find more
www.docs.adyen.com.

information search disputes in
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Adyen dispute management HOTELS
Resources
+ Chargebacks codes https://docs.adyen.com/risk-management/understanding-disputes/dispute-reason-codes
« Documentation to be uploaded https://docs.adyen.com/risk-management/understanding-disputes/defense-requirements
+ Adyen Help https://help.adyen.com/knowledge/risk/dispute-management

- /
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Expedia Chargebacks HOTELS

Chargebacks cases generated by Expedia collect (reservations paid with Expedia VCC)

expedia
/ Why is Expedia generating \ / What are the most common situations detected? \

chargebacks?

It has been charged a higher amount than the total amount
Billing disputes/discrepancies between its confirmed (ex. incorrect rate applied, direct payment extras
booking previsions (the total booking amount charged on the VCC, client leaving earlier, etc.).

they have confirmed in their Extranet) and the It has been invoiced and charged a cancellation or no-show fee
final hotel billings and VCC charges. that does not apply. /

AN
4 N

What is the process that Expedia follows after receiving an “inappropriate” VCC charge?

They consider it as an OVERCHARGE and, before proceeding with the chargeback, they send an email notification to the hotel
informing about the overcharge, the discrepancy and how dispute it through their own tool, as well as the deadline to handle it before
processing the chargeback.

Note that the email notifications comes from expediaovercharge@expedia.com .

o /
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Expedia Chargebacks HOTELS

How to proceed once receiving the Expedia notification?
e expedia
-~ group’

1. Issuing Credit.

If you realized that the charge was incorrect, they give you the possibility to start the refund process, indicating also the credit note and
final invoice through their own Extranet.

2. Need More Information.

3. Not issuing Credit.

If you don’t agree, they also give you the possibility to dispute it by providing the necessary explanations, backups or support
documentation to clarify the situation.

In case not responding to their email and/or not taking corrective actions, it will result in a chargeback with
the bank, with their corresponding bank fees, impacting directly in the costs account in P&L.
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expedia
" group’

It is critical to make an appropriate revision of the Expedia reservations, not only in TMS, but also using their Extranet before
invoicing and charging them. Through their Partner Portal you have the possibility to look up the reservation to see the correct

amount to charge.

Expires cvv Billing address

*_ 9742 _ - 1111 Expedia Group Way W

Seattle, WA, 98119, USA

Expedia Chargebacks

Remember that prevention is the best way to avoid a chargeback:

By using Partner Central tool
@ Expedia Virtual Card is activated from the time of check-in Feb 25, 2022

(Expedia Extranet) you can check
guest Reservation, VCC details — Date Description Amount

and the amount to Charge 02/25/2022 Daily Rate USD 26265
02/26/2022 Daily Rate UsD 32215
Sub Total USD 584 80
Daily Taxes UsD 70.18
nmm:?;;;’:"“ Hotel Waived Fee USD -141.28
Amountto Charse sl Total booking amount UsD 513.70

It is highly recommended performing VCC charges during the night shift before the day of departure or at check out so that you can
reconcile with the Expedia extranet any changes that might made to the booking during the stay, or during the days prior to arrival.

If finally results that you receive an Expedia communication related to an overcharge, please manage it on time, take corrective
actions, and solve the situation with the enough time to avoid chargebacks.

®
EXPEDIA COLLECT QUICK GUIDE FOR VCC @

Check out the useful VCC guide received from Expedia covering this topic.
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Chargebacks information in Booking.com HOTELS

F < ] aln

Rates & Availability 20 ~ Promotions ~ Reservations  Property 1 ~ Opportunities 16 ~ Inbox 334 ~ Guest reviews 15 ~ Finance 1 ~ Analytics ~

< Return to reservations overview .
Reservation details Boo k' n g

Check-in Guest name: ‘

Tue 6 Dec 2022

Print this page ‘

Check-out Reservation actions Back to property
Thu 8 Dec 2022

‘ Change reservation dates & prices ‘

Length of stay:
2 nights Select a Verification Method
Preferred language ‘ Mark as a no show ‘
tal g Spanish
;G fal guests P Please choose a venfication method for this device and you'll immediately receive a
Channel ATA/TIDS code: Payment 6-digit code.
Total units Booking.com PC029090
1 : i C Phone call O Text message O Pulse
Booking number: Commissionable amount: ‘ Mark credit card as invalid ‘ g
Total price 2252276492 £€153.90
€ 153.90 ) ) ‘ View credit card details ‘
Received Commission:
Tue 18 Oct 2022 £24.62 BB ucsoay. October 18, 2022 - 14:47:29
Motepad (internal only) You can view the credit card details 3 mare times within
Add your note here the next 3 days.
Approximate arrival time Payment status
Between 14:00 and 15:00 -- Select payment status -- s
Issues
Standard Double or Twin Room € 153.90 5 ‘ Report credit card fraud ‘
») Tue6Dec2022 [~ Thu 8 Dec 2022
‘ Report other chargeback cases ‘
Report guest misconduct
Requests from guests N ‘ perta ‘

Due to the increase of fraudulent refunds received with credit card payment, a new option has been activated to report to Booking.com the
chargebacks that may have been generated.

This will help us to identify the possible patterns and to establish preventive measures in order to avoid the current fraud.
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HOTELS

Booking.com Intermational B.W.

BOOkTHg.Com Herangracht 597
Amstardam, 1017 CE, Netherlands

2022-10-21

Dispute defense documentation

Tha below document is issued by Booking.com to its accommodation pariner listed below to support dispute
reprasaentment proceduras. This document contains information about Booking.com BV, tha details of the user
and the paymant and cancelation terms and conditions to which they have agreed. Booking.com does not
support charges that occurred nat in accordance fo the below stated terms and conditions.

Payment PSP Reference Merchant Referance
External Dispute Reference PSP Dispute Refarance

Transaction information

Baooking.com BV, part of tha Pricaling Group (Nasdag: PCLN), owns and operates Booking.com™, the warld
leader in booking accommodation onlina. Each day, over 1,000,000 room nights are reserved on Booking.com.
Tha Booking.com website and apps attract visitors from bath the leisure and business sactors worldwide.

Booking.com BV, is registered with the frade register of the Chamber of Commerce in Amsterdam, the
Netherands, under registration number 31047344, VAT registration number is NLB057343858B01. Registration
nurmber with Dutch Data Protection Authority is 1288246,

Customer details

This information was entered by the customer while making the reservation in quastion via our website. The P
address mentioned is the IP address the reservation was mada from.

Tha information balow includa the details of the accommodation booked by the customer on our wabsita.

Date of booking 2022-08-23 01:58:1 Total price 142,62 EUR

Blooking confimnation 3090129517 Nurmber of rooms 1

numbear

Mame of accomadation NH Collection Santiago de Hodel country Spain

Compostala

Dates of stay 2022-08-30 - 2022-08-31  Hotel city Santiago de Compostela

BED
. PREFERENCE:Superior

MNumber of nights 1 Comments Double or Twin Aoom: 1
large double

Thase are the details and refarencas of the original paymant and the open disputa.

Date of payment Total amount

PSP reference Disputed amount

Merchant refarence Refunded amount

External dispute refarenca Refund data

Dispute reason Payment method

Cancellation policy accepted at the time of the booking

You may cancel frea of charge until 2 days bators arrival. You will be chargad the total price of the reservation i

A

POF

Dispute_3990129
517.pdf

Booking

Please, proceed with the search of the corresponding reservation and indicate the specified
option.

Immediately after, Booking.com will send a verification code in order to register the
chargeback operation and will create a PDF document with all relevant information of the
reservation and the cancellation policy accepted by the guest at the time of the reservation.

We can use this PDF to support the disputes of the chargebacks.
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Chargebacks Operational Dashboard

Chargebacks Operational Dashboard seeks to provide with a useful tool for analysing, discovering and
extracting insights from company chargebacks and their related reservations.

KEY POINTS of the Chargebacks Dashboard — - = MINOR

CHARGEBACKS

( \ CONFRONTATION TOOL

My Chargebacks

AEnA It will be updated each Thursday with the
- new chargebacks posted during the last 7
days!
\§ M

4 )\
You can access via QUEST for Excellence

" Dashboard or direct link available at FO
* Trainings/Chargebacks Working Tool folder
at TEAMS HQ OP Organization Operational

Calls
o
( N
- Go to the confrontation tool to see your GO TO THE GO TO THE
L hotel chargebacks details. DASHBOARD % USER’S GUIDE %

. J
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Display in SAP debited chargebacks using FBL3N

Chargeback debited in the bank account

Once the chargeback is debited in the bank account, previously informed or NOT, SSC Administration (or Local Administration) will post a GL manual journal for the total
amount of the debited chargeback:

65000000 - IRRECOVERABLE CREDIT COLLECTIONS (debit)
500******* . Credit Card payment method (credit)

Display in SAP debited chargebacks using FBL3N

Use transaction FBL3N = G/L Account Line Items in INFORMATION SYSTEMS > MANAGEMENT REPORTS> FINANCIAL MANAGEMENT.
Complete GL account 65000000, Company Code of the hotel and use Dynamic Selections

G/L Account Line Item Display

@ L'TT: Data Sources

| G/L account selection

G/L account 165000000 to ‘
= —
Company code I_ES 4] 1_‘ to

To search the Business Area of the hotel.

(% [ J5(JG] Data Sources

E] Assignment = -
= GL A/C Master Record - Posting Date i
. Group account number i Document Date =
: g:::z z; Document Type L | i
+ [2) PRL Statement Acct Type Posting Period | i
+ [21 Account Group Posting Key [ =l
+ |E] Trading Partner I Business Area 0019 =
« [2) Balance Sheet Account L=
+ [2) Mark for deletion - Reference Key 2 =
» [2) Blocked for posting - Reference Key 3 i .
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+ Use the option All items and select the dates to be reviewed (one month, since the beginning of the year, etc.) and select the defined layout
/CHARGEBABACKS.

G/L Account Line Item Display
& [t aawe 17 oot sources
G/L account selection

G/L account €5000000 to
Company code ESO1 to

[+

Selection using search help
Search help ID
Search string
= Search help

Line item selection
Status

 )Open items
Open at key date 04.05.2020

(Cleared items

Clearing date to =
Open at key date

Lokl

| Posting date 01.04.2020 to 30.04.2020 =

' Normal items
Noted items
Parked items

19
| Layout [/cHARGEBACKS [
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Tools & additional information HOTELS

 Datashown

Type of document
SA-G/L ACCOUNT DOCUMENT Amount debited in Assignment
Used to filter the postings bank account CHARGEBACK

G/L Account Line\ltem Display
e & T2 U0 E & O ST HEE af%kimh Selections Dfpute Case

G/L Account 650000(\) IRRECOVERABLE CREDIT COLLECTIONS
Company Code ESO1

E. 'S./CoCd BusA Referd. Ty..[PocumentNe  Document Date Posting Date  PK =] Amt in loc.cur. Locam .| Text Assignment Offsetting acct
[v’]ESOl 0019 GL SA [100007357 02.04.2020 08.04.2020 40 90,83 EUR VARIOS; AJUST.527704XXXXXX4492 18-12 CHARGEBACK §5001000019
ES01 0019 GL SA 100007441 03.04.2020 15.04.2020 40 683,06 EUR M/C 07.02.2020 557892XXXXXX5279 00:00:00 CHARGEBACK J5001000019
8 ] 773,89 EUR
i, . 773,80 EUR

SAP Credit Card
account

i Text; includes type of credit card, date
! of original operation charge and credit
! card initial al final numeration
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THANKS!

MINOR

HOTELS

R &
oo AVANI  clevana BAKS

ANANTARA

HOTELS - RESORTS - SPAS

B
NH 1NH COLLECTION nhow TI\/OLI

HOTELS HOTELS
HOTE LS SSSSSSSSSSSSSS

Hotels & Resorts




